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1
Decision/action requested

It is requested to approve the pCR to add conclusion for KI#1 of TR 33.839.
2
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3
Rationale

This pCR is proposes to add Conclusion for KI#1 based on the discussion from last meeting SA3#104e.
As per S3-212643-r8 the following note was included to state that EEC authentication is optional:
NOTE 2: Token based solution for EEC authentication is optional.

As per TR 23.758 and TS 23.558:

Observation: SA6 discussed “service differentiation” during study phase that is dependent on subscription of the UE. From the above excerpts from TR 23.758 and TS 23.558, it can be inferred that the client-side authentication is necessary to identify the user and provide differentiated services (UE-specific services) to the user (for e.g. say a high paying Gold subscription user may get access to edges that are closer, compared to a regular user from the same location).
Proposal: Edge Enabler Client authentication is necessary as service differentiation is determined based on the UE subscription data or UE-specific service information.
Based on the above observation and conclusion NOTE 2 (as discussed in S3-212643-r8) is removed.
4
Detailed proposal
******Start of Change******
7
Conclusions

7.x
Conclusion for Key Issue #1
For the Authentication issue between EEC and EES, it is suggested to use the following mechanism for the normative work: 

· The Server (EES) side certificate authentication using TLS + token-based solution for EEC authentication as described in solution #17 and solution#3. 
NOTE 1: Using TLS as described above also allows certificate-based client authentication to be performed if the UE has been provisioned with suitable keys and certificate(s). 

For the Authorization issue between EEC and EES, it is suggested to use token generated by the ECS for the EES service authorization described in solution #3, or the static authorization by the EES for the normative work.
******End of Change******
5	Architectural requirements


5.1	General requirements


5.1.1	General


--------------------------------------snip--------------------------------------------


-	Service differentiation: The mobile network operator is able to provide service differentiation (e.g. by enabling/disabling the Edge Computing features).


--------------------------------------snip--------------------------------------------


12	Conclusions


f.	for Key issue #6 (Edge Computing Service authorization):


i.	Solution #6 (Service Authorization for Edge Computing service); and


--------------------------------------snip--------------------------------------------





7.6	Solution #6: Service Authorization for Edge Computing service


7.6.1	Solution description


The solution for UE/User authentication and authorization is used to differentiate the UE's Edge Computing service based on the user profile or subscription.


NOTE 1: the authentication and authorization mechanism will be defined by SA3.


--------------------------------------snip--------------------------------------------


5.2.2 Edge configuration data


5.2.2.2 Requirements


[AR-5.2.2.2-a] The application layer architecture shall provide mechanisms to provide configuration parameters to an authorized EEC to access the EES(s).


5.2.6 Security


5.2.6.2 Requirements


[AR-5.2.6.2-a] The application layer architecture shall provide mechanisms for the Edge Computing Service Provider to authorize the usage of Edge Computing services by the EEC.


--------------------------------------snip--------------------------------------------


8.3.3.2.2 Service provisioning Request-response model


2. Upon receiving the request, the ECS performs an authorization check to verify whether the EEC has authorization to perform the operation. [...snip...] When AC profiles(s) are not provided, then:


- if available, the ECS identifies the EES(s) based on the UE-specific service information at the ECS and the UE location;





8.5.2.2 EAS discovery Request-response model


2. Upon receiving the request from the EEC, the EES checks if the EEC is authorized to discover the requested EAS(s). [...snip... ] When EAS discovery filters are not provided, then:


- if available, the EES identifies the EAS(s) based on the UE-specific service information at the EES and the UE location;


- EES identifies the EAS(s) by applying the ECSP policy (e.g. based only on the UE location);


NOTE 2: Details of the UE-specific service information and how it is available at the EES is out of scope.





8.5.2.3.3 EAS discovery Notify


1. An event occurs at the EES that satisfies trigger conditions for notifying [...snip...] If EAS discovery filters were not provided, then:


- if available, the EES identifies the EAS(s) based on the UE-specific service information at the EES and the UE location;


- EES identifies the EAS(s) by applying the ECSP policy (e.g. based only on the UE location);


NOTE 1: Details of the UE-specific service information and how it is available at the EES is out of scope.


























